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4.2.2.4.1 
Bidding down prevention in X2-handovers
Requirement Name: Bidding down prevention in X2-handovers

Requirement Reference: TBA 

Requirement Description: "The MME shall verify that the UE EPS security capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored." as specified in TS 33.401, clause 7.2.4.2.2."
Threat References: TBA

Security Objective References: TBA

Test Case: 

Purpose:

Verify that bidding down is prevented in X2-handovers. 

Pre-Conditions:

Test environment with (target) eNB. eNB may be simulated. 
The MME is configured to log the event of a UE EPS security capability mismatch.
Execution Steps

The MME receives the path-switch message with the UE EPS security capabilities different from the ones stored in the MME for that UE.

Expected Results:

The MME logs the event.
